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Policy 1240: Enterprise Risk Management 

Model Policy Revised Date: 6/30/20225/27/2025
General Policy Statement: 
League InfoSight Credit Union (Credit Union) recognizes risk is inherent in the operation of its business activities, and all risk, whether internal or external, cannot be eliminated; but will be prudently managed to acceptable levels (i.e., residual risk) aligned with the Credit Union’s strategic initiatives. considers Tthe management of risk to beis an integral part of good management and has committed to embeddeding risk management into existing practices and business processes to ensure an adequate system of internal controls to identify, measure, and monitor risks to an acceptable level. Risk management is so that it becomes pa a significant part of the Credit Union’s culture and is not viewed as an independent activity. Over time, this will allow everyone at the Credit Union to be involved in the disciplined management of risk. 
The purpose of this policy is to outline the Credit Union’s comprehensive Enterprise Risk Management (ERM) program in order to maintain the safety and soundness of the Credit Union.
The Credit Union's management will establish and maintain a risk appetite statement defining the types and levels of risk exposures it is willing to assume in pursuit of its mission, strategic plan and business objectives consistent with applicable statutory and regulatory requirements. is 
The credit union’s risk appetite is [[1240-1]].
[The risk appetite shall at a minimum define or identify the following:
· Responsibilities of the Board of Directors, Chief Executive Officer, Chief Financial Officer, Business Line Leadership, where applicable the Chief Risk Officer and Internal Audit. 
· Core risk-taking principles and guidance for risk decision making. 
· Allowed and disallowed products and services. 
· For each risk category:
· Inherent risk factors derived from strategy, footprint, market, operations, or products and services contributing to the inherent risk level. 
· Desired residual risk level.
· Quantitative efforts (e.g., metrics) including early warning indicators, thresholds, limits, etc. to manage the inherent risk exposure within residual risk operating target. Where applicable include external measures such as unemployment rate, housing data, yield spreads, income growth, etc. 
· Qualitative efforts (e.g., management actions) including authorities, policies, oversight, internal controls, etc. designed to manage the inherent risk exposure within residual risk operating target. ]
· 
1. RESPONSIBILITIES.
  
0. Board of Directors. The Board is responsible for approving and overseeing the Credit Union’s risk management activities and has the ultimate decision-making authority. Operational responsibilities will be delegated to management and the ERM Committee.
 
0. Management. Management is responsible for maintaining the ERM program, including the evaluation of the Credit Union’s operational and financial condition, and for keeping the Board informed of all existing and potential risks. Management’s specific responsibilities include the following:
  
1. Implementing the Board’s strategic direction within the Credit Union’s risk tolerance framework.
 
1. Developing formal policies that are compatible with the Credit Union’s strategic goals and risk tolerance framework.
 
1. Overseeing the development and maintenance of timely, accurate and informative reports to the Board.
 
1. Allocating sufficient resources for an effective ERM program.
 
1. Ensuring effective communication of, and adherence to, the Credit Union’s strategic direction and risk tolerances throughout the organization.
 
0. The ERM Committee. The ERM Committee is responsible for the oversight of identifying, managing and monitoring risks faced by the Credit Union, and for ensuring that the Credit Union maintains a culture of risk awareness, identification and management that is ingrained in the Credit Union’s staff. The Committee will include staff who represent different areas within the Credit Union and are familiar with the key issues facing the Credit Union. The Committee will meet no less frequently than quarterly. 
 
0. Audit/Supervisory Committee. The Audit or Supervisory Committee is responsible for reporting information to the Board, the professional accounting requirements, internal and external audit functions, and recommending the appointment of the external auditor to the Board.
 
0. Credit Union Staff. All employees are responsible for risk management at the Credit Union. All executives, managers, staff, and contractors have an important role in managing risk across the enterprise. They are expected to make and support risk-informed decisions and remain vigilant in watching out for emerging risk issues that could jeopardize the Credit Union’s success. To the extent that any employee or contract staff becomes aware of what appears to be a significant risk-related issue, the employee should notify his or her supervisor or contracting officer’s technical representative so that action may be taken as appropriate.
 
1. IDENTIFICATION OF RISKS.
  
1. Credit Risk. Credit Risk is the risk of loss to current or anticipated earnings or capital arising from the failure of a borrower, guarantor, or counterparty to repay a loan or other credit accommodation as agreed upon contractually.  of default on expected repayments of loans or investments. 
0. Subtypes:
0. Default Risk is the risk of loss arising from an obligor’s failure to meet the terms of any contract with the credit union or otherwise perform as agreed. 
0. Concentration Risk is the risk of loss arising from a significant credit exposure to a single borrower or group of related borrowers or from a pool of individual transactions that may perform similarly due to a common characteristic or common sensitivity to economic, financial, or business developments.
0. Counterparty Risk is the risk of loss arising from the default or deterioration of a counterparty’s creditworthiness engaged in a bi-lateral transaction before the final settlement of a transaction’s cash flows.
0. Example: Though we commonly identify credit risk with the chance that a member will not fully repay a loan, this risk is also present in investments. If a Credit Union has uninsured, overnight funds invested in another financial institution or entity, the invested funds are at risk. If the financial institution holding the overnight funds fails or is taken into conservatorship, the Credit Union stands to lose its funds as well as any accrued interest. Performing due diligence on institutions where funds are invested is just as important as evaluating the credit history of a potential borrower.
 
1. Interest RateMarket Risk. Interest RateMarket Risk is the risk resulting from adverse movements in market rates or prices. 
1. Subtypes:
0. Interest Rate Risk arises through a potential mismatch in the timing of rate changes and cash flows associated with its assets and liabilities (repricing risk). Changes in interest rate relationships among different yield curves affecting credit union activities (basis risk). Changing rate relationships across the spectrum of maturities (yield curve risk) and from interest-related options embedded in products (options risk).
0. Price Risk is the risk to earnings or capital arising from changes in the value of portfolios of financial instruments. The credit union is exposed to price risk as its trading portfolio is typically subject to daily price movements and is accounted for primarily on a mark-to-market basis. Price risk also arises from mortgage banking activities whose value changes are reflected in the income statement, such as lending pipelines, other real estate owned, and mortgage servicing rights.
0. Foreign Exchange is the risk loss arising from changes in spot and forward prices and the volatility of current exchange rates.  
1. that changes in market rates will negatively impact the income statement and balance sheet. Example: If market rates increase, the Credit Union may find itself increasing dividend rates in order to stay competitive. If the Credit Union is holding a significant concentration of long-term investments and long-term loans, it may be unable to raise loan rates and make higher-yielding investments. Increasing expenses without being able to similarly increase income would seriously decrease net income.
 
1. Liquidity Risk. Liquidity Risk is the risk the Credit Union will be unable to meet its obligations as they come due because it cannot liquidate assets or obtain funding or it cannot easily unwind or offset specific exposures without significantly lowering market prices because of inadequate market depth or market disruptions. 
2. Subtypes:
0. Funding is the risk of loss arises from an inability to meet contractual obligations as they come due to an inability to liquidate assets or obtain adequate funding as needed.   
0. Market Liquidity is the risk of loss arises from an inability to unwind or offset specific exposures without significantly lowering prices due to inadequate market depth or market disruptions.   
2. of an inability to fund obligations as they come due. Example: If a Credit Union receives a large increase in share deposits and quickly loans it out or invests it, without considering the reasons for the increase and the likelihood the funds could be withdrawn as quickly as they were deposited, the Credit Union could be forced to borrow or pay above market dividend rates to meet demands for subsequent withdrawals.
 
1. Transaction Operational Risk. Transaction Operational Risk is the risk of loss resulting from inadequate or failed internal processes, people, and systems or from external events. 
3. Subtypes:
0. Business Disruption & System Failures risk is the risk of loss due to the disruption of business operations or system failures (hardware, software, telecommunications, utility outage, etc.).
0. Clients, Products & Business Practices risk is the risk of loss due to an unintentional or negligent failure to meet a professional-client obligation (including fiduciary and suitability requirements), or from the nature or design of a product.
0. Damage to Physical Assets risk is the risk of loss due to damage of physical assets from a natural disaster or other events (terrorism, vandalism, etc.).
0. Internal Fraud risk is the risk of loss due to acts of a type intended to defraud, misappropriate property or circumvent regulations, the law or company policy, excluding diversity/discrimination events, which involve at least one internal party.
0. External Fraud risk is the risk of loss due to acts intended to defraud, misappropriate property or circumvent the law, by a third party (theft, hacking damage, etc.).
0. Execution Delivery & Process Management is risk of loss due to failed transaction processing or process management from relations with trade counterparties or vendors (miscommunication, wrong data entry/handling, delivery failures, negligent loss of client assets, etc.).
0. Employment Practices & Workplace Safety is the risk of loss due to acts inconsistent with employment, health or safety laws or agreements, from payment of personal injury claims, or from diversity/discrimination events.
3.  fraud or operational problems in transaction processing, which results in an inability to deliver products, remain competitive and manage information. Example: If one Credit Union staff member has responsibility for gathering information, completing and verifying the accuracy of the bank reconciliation, the risk that the information will be incorrect (due to error or intentional misstatement) is greater than if the duties for completing and validating are assigned to more than one individual.
 
1. Compliance Risk. Compliance Risk is the risk of regulatory sanctions, fines, penalties, or losses resulting from failure to comply with laws, rules, regulations, or other supervisory requirements applicable to a financial institution. 
4. Subtypes:
0. is the risk of violations and noncompliance with applicable laws and regulations resulting in fines, penalties, payment or damages. AML, BSA & OFAC risk is the risk of fines or penalties due to nonconformance with anti-money laundering, Bank Secrecy Act, and Office of Foreign Assets Control laws, rules and regulations.
0. Litigation risk is the risk of potential legal action against the credit union due to various reasons, such as non-compliance with regulations, contractual breaches, or actions taken by the credit union.
0. Regulatory risk is the risk of fines or penalties due to nonconformance with state, federal or other applicable laws, rules and regulations.
4. Example: If the Credit Union does not properly train staff regarding compliance with the Bank Secrecy Act, one result could be tellers failing to file required reports for large cash deposits. Failure to properly report could result in substantial penalties.
 
1. Strategic Risk. Strategic Risk is the risk of adverse business decisions, poor implementation of business decisions, or lack of responsiveness to changes in our operating environment.adverse business decisions through management’s actions or inactions 
5. Subtypes:
0. Capital Support risk is the risk the Credit Union’s capital levels are insufficient to support strategic initiatives or to serve as a secondary source to absorb losses that exceed reserve levels. 
0. Earnings risk is the risk of decreased revenue due to market disruption, competitive landscape (e.g., pricing), concentration of revenue sources, ineffective management of capital, human resources, or expenses. 
0. Execution & Alignment is the risk of failing to account for or react to competitive pressures, market conditions, technology shifts, or "other" opportunities due to inadequate or inconsistent design, communication, or implementation of the credit union's strategic plan.
5. . Example: If management decides to add three new branches while emphasizing marketing of e-commerce services without a well-conceived business plan to demonstrate how these potentially conflicting initiatives can be accommodated, the membership could increase their use of electronic services rather than face-to-face transactions at the new branches. This has the potential, if not well planned, to result in the new branches being unprofitable.
 
1. Reputation Risk. Reputation Risk is the risk of negative public opinion or perception leading to a loss of confidence and/or severance of relationships. 
6. Example: If management implements a real estate lending program without setting appropriate individual and overall loan limits, the Credit Union might be able to fund only a limited number of large real estate loans before it runs out of available funds. The Credit Union might have to significantly scale back the program or even cease real estate lending for a temporary period. The members could perceive this temporary cessation as a sign the Credit Union is having financial problems, resulting in members leaving the Credit Union or requesting large share withdrawals.
 
1. RISK ASSESSMENTS. 
2. ERM Assessment. The Credit Union will perform top-down risk assessments regarding each of the above risks in order to determine the Credit Union’s tolerances appetite for each. Risks will measure Thethe nature, complexity and volume of each risk type will be assessed as “lowminimal,” “mediumlow,” “moderate”, “high”  or “highcritical.” in relation to industry risk taking activities.  The objectives of risk assessments are to protect identify areas where the Credit Union takes more or less risk than the broader credit union industry and to understand the tradeoffs associate with balancing risk-taking activities. For example, if an institution determines it desires lower than industry financial risks (e.g., credit, market and liquidity) it cannot also expect low earnings risk, as without taking risks its earnings measures will likely fall below industry medians.  in the event that the safety and soundness of the Credit Union is threatened.
  
2. Operational / Compliance Risk Assessments. The Credit Union will perform “bottom-up” risk assessments across significant processes, products and services covering potential operational and compliance risk events to evaluate the design and operating effectiveness of the internal control environment. Risk events will be measured by “likelihood”, “impact”, and “velocity”.  Compliance-related events will be mapped to regulatory requirements. 
2. Scope. The scope of assessments will help identify potential risks/threats and the vulnerability of the Credit Union to those risks. The Credit Union will also address its controls as “strong,” “acceptable,” or “weak.” Direction of risk indicates the likelihood of change to the risk profile as “increasing,” “stable,” or “decreasing.”
 
2. Communication. The risk assessments will be communicated to all staff members in order to promote staff involvement at every level and maintain a culture of risk management within the Credit Union.
 
2. Updates. Risk assessments will be reviewed on a continual basis and/or as needed as new products/programs/processes are implemented at the Credit Union.
 
1. RISK TOLERANCES. The Credit Union will establish risk tolerances for each of the above risks, and will operate by managing its risks within acceptable bounds relative to the Credit Union’s capital position. Exceptions to policies will be viewed by the Board with an eye toward whether the Credit Union’s risk tolerances would remain at acceptable levels. The Credit Union will establish within its risk tolerance framework the proper response plans to risk, such as risk transfer, risk acceptance and risk avoidance.
 
1. MONITORING AND REVIEW. The Credit Union will monitor and review all aspects of the risk management process, including internal/external audits, loan reviews, variance analyses and key ratios to address the Credit Union’s changing risk profile. A quarterly report comparing the Credit Union’s risk profile to its stated risk appetite will be presented with commentary to the ERM Committee. The Credit Union will also do the following to enable the Board to consider whether management is operating within established risk limits:
  
4. Analyze and learn lessons from events, changes, and trends.
 
4. Detect changes in the external and internal context including changes to the risk itself.
 
4. Ensure that the risk controls and treatment measures are effective in both design and operation.
 
4. Document loss events that represent actual risk to the Credit Union, capturing event impact, root cause analysis, and the controls and activities to prevent future occurrences.
 
4. Identify emerging risks.
 
4. Perform an insurance review to ensure proper levels of protection from potential loss.
 
1. RISK TRAINING. Everyone in the organization has some role in risk management - it is necessary that risk culture, risk taking, and risk responsibilities be clearly understood at all levels of the business for the various business roles and the risks they encounter and manage. The Credit Union will establish an ongoing risk training and awareness program to communicate and educate risk to employees and business partners.

1. DEFINITIONS
6. Risk — an uncertain variable that can cause deviation from an expected outcome, and as such may affect the achievement of business objectives and the performance of the Credit Union.  
6. Risk Appetite – represents the types and aggregate levels of risk the Company is willing to take on to actively pursue its mission, strategic plan, and business objectives.
6. Risk Capacity – represents the absolute maximum loss the Credit Union can absorb prior to insolvency or liquidation. 
6. Risk Profile – a snapshot of the Credit Union’s risk portfolio at a specific point in time as determined by the current status of its risk metrics and assessments. 
6. Risk Tolerance – a tactical readiness to bear a specific risk within established parameters (e.g., risk limits).
6. Risk Limit – represents the maximum upper or lower boundary for risk-taking activities. 
6. Inherent Risk — the risk exposure prior to consideration of any management control or mitigation efforts. 
6. Residual Risk — the risk exposure after taking into consideration existing management controls or mitigation efforts.  
6. Likelihood – the probability of a risk event occurring. 
6. Impact – the financial, operational, legal, compliance or reputational effect on the Credit Union should a risk event occur. 
6. Velocity – the speed at which the risk’s impact will be realized once the event occurs. 
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